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Foreword

The WidTangent Wrmpper is a Software Protection system developed by
Wild Tange nt Inc, which is based out of Redmond WA.The wrapperis used as a
marketing te chnique for developers to release their software as a tral and

provide you the option of either buying the game outright or paying as you
phy.

Each game comes wth 2 free trials, however these trials are only deducted if
you have played the game for bngerthan 3 minutes. After you have used up

both trials you must eithe rbuythe game orbuy wildcoinsto continue playing.

The WildTangent Wrapper alko offers developers the abilty to give a pre-
determined about of trial play time instead of trial sessions, but the ma jority if

notalluse the trialsessions op tion.

Al WidTangent games come with 2 executable files. The executable ending in
‘““WTexe’ scalled the launcher, and the otherexecutable is called the shell

By wapping an executable with WildTangent, the code from the app lication is
stripped a way and replaced with 00s. This stripped code is then added to the
launcher executable as an encrypted overlay. If the launcher determmes the
user s allowed to play the game it will then rebuild the executable in me mory

and run it.

The methods used to store wildcoins and trial sessions use encryption and

rand omization ve ry heavily so we willnot be pursuing this option in the paper.

The goalofthis paperisto show a couple things the developers of the wrapper
overlooked, and exploit these, ultimately resulting in obtaining the original

executable priorto being wrapped.

The tec hniques described in this paper are the result of work between myself
and SSIEVIN of ARTe am, we started this project more or kss just for fun, but the
unique chalenges provided by this wrapperquickly made it more and more of
a chalenge. Initia lly Istarted to pursue the possibility of rese tting the trialsessions
but due to the heavy use ofcryptography labandoned that route, and went
for other ways. After about a week, | managed a way to defeat i, this

tec hnique is described in Targe t 4.

Enjoy,
Nieylana, SSLEVIN
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Disclaimers

Alcode included with this tutorialis free to use and modify; we only askthat you mention where you found it. This
tutorialis also free to d istnbute in its current unaltered form, with a lIthe inc luded supp le me nts.

All the commercial programs used within this tutorial have been used only for the purpose of demonstrating the
theories and methods described. No distribution of patched applications has been done under any media or
host The a pplications used were most of the times already been patched by other fellows, and cracked versions
were available since a lot of time. ARTeam or the authors of the pa pers shouldn’t be considered responsible for
damages to the companies holding rights on those programs. The scope of this document as well as any other
ARTeam tubrial is of sharing knowledge and teaching how to patch applications, how to bypa ss protections and
generally speaking how b improve the RCE art We are not relea sing any c racked applic ation.

Verification

ARleam.esfv can be opened in the ARTea mESFVChe cker to verify all files have been released by ARleam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARleam site:

http://releases.acc essroot.com
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1. Unwrapping WildTangent Games, Nieylana/ssEviN

1.1. Abstract

This tutoral will cover the basics on unwrapping 4 targets wrapped with the Wild Tange nt Wrapper, each target
looked at i this tutorial must be handled a different way. We wilcover a standard game, 2 games with Flash

Overlays FWS/C WS, and 10JP), and anexpired ga me.
Too Is used in this tutorialinc lude:

1. OllyDbg (Iatest Version)

2. lordPE (Iatest Version)

3. HexEditor I Use 010 Editor)

1.2. largets

The games are avaiable for download at:
e Acesofthe Galaxy:http://hp.wildgamescom
e Diego’s Safari Adventure: hitp://hp.wildgamescom
e Dora’sCarnival2: http-//dellwidgamescom
e Mahjong Quest3:http://hp wildgamescom

1.3. Aces of the G alaxy

1.3.1 Preparation

If you scan the —WT.exe executable in the target’s directory with PEID you will see that the wrapperis wntten if
Mic roso ft Visua 1C++.

1.3.2 Checking outthe target

Open up the installation directory : C:\ Program Files\HP Games\Aces of the Galaxy. You will notice there is
AcesOfThe Galaxy.exe and AcesOfThe Ga laxy-WTexe

If you try to run Ace sOfThe Galaxy.exe, t crashes.let's bok at it in Olly to figure out why.


http://hp.wildgames.com/
http://hp.wildgames.com/
http://hp.wildgames.com/
http://hp.wildgames.com/
http://hp.wildgames.com/
http://hp.wildgames.com/
http://dell.wildgames.com/
http://dell.wildgames.com/
http://dell.wildgames.com/
http://hp.wildgames.com/
http://hp.wildgames.com/
http://hp.wildgames.com/
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This is our OEP:

It should be clearasto why it crashes.... There's NO CODE?!.

Now ifyou run the AcesOflheGalaxy-WT.exe (now calkd the Launcher), the application runs and you have to
use tokensto play the games.

The launc heruses CreateProc e ssA to start Ace sOfThe Ga laxy.exe (The She Il EXE). Reme mber She ll EXE contains no
code,it'shasplace holders where the code used to be.

By starting the proc ess with CREATE SUSPEND the [aunc her s able to write the code into the place holders be fore
continuing execution.

So let'sopen the Launcher EXE in O llyDbg, Press Ctri-G and type CreateProcessA. St a SWBP on this APIso we
know whe n the launcheris trying to start the shell EXE.

TLORZ T

Press F9 to run the App lication.

After the WildTangent [auncher window shows up click on Phy. OllyDbg should break on the CreateProc essA
APL Sep with F8 untilthe RET28, and then step F§ one more time to return to user code.
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Youmay have toanalyze the code (Ctrl+A). You should see this:

CALL @a4=0DRa HAces0f Th. E84300RA

JE SHORT B8&4a00an
CALL @e42E1CD

CALL DWORD PTR OS: ' ERMEL32.ResumeThread ResumeThread

Notice the callto ResumeThread, between where we are right now, and the ResumeThread, the launcher must
write allthe code into the shellEXEs me mory space. This occurs at line 0048DCD6.

Step a llthe way untilthe callto Resume Thread. DO NOTstep overthe call

At this point we have the shellexecutable loaded into me mory and allthe code written to the proce ss's mem ory
space. So effectively we have the originalexecutable in me mory.

Mnimize OllyDbg, we're done with it. DO NOTe xit though

Open up LordPE and make sure your settings are a s follows:

ggEEditur :E ragn'diopped files are... g

) — I
[ Section Table: autofiz Size0flrmages . tar the PE edltar (::;!
[ Split: ask for file locations —for BreakriEnter ) .1 Cancel )

&
™ Register shell extension 5
< . forthe Rebuilder  »

T azk Viewer | - R ebuilder |

M Full dump; paste header from disk ¥ Status window

M Full durnpe fie Haader ] Dumpfi

E Full durnp: force A mode ™ Realign fils, ..
Bugreerment required for kerminations ———

[ Delete temp files for PE edibor o formal_ -

(et e —")
[ Always on to ™ ‘wipe Relosation
by p P
™ Restore last directony on startup M Febuild ImportT able
™ Feztore last main window position ™ alidate PE

[ Bind Imports

-Ereak % Erter [] Change Imageb aze to:

M Register shell extension [oa00non

After your options match mine, click ok. Then scrolldown to the bottom ofthe listof processes,
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You should see something like this:

@ [ LordPE RoyalTs ] by yoda S O0e
Path FID Imagebass Imagesize = \ PEEditor  }
'H c:hawind owshspstemn 32 mepaint. exe ooaaoc & C1aaaaan Q00s 700 (Bresk & Erter )
*l::"-.-:ln:-cuments and zethngsimevlanahdeskiop._.  00000CCE Q0400000 00755000 —_—
@ cprogram fleshp gameshaces of the galsy.. D0000ADC 00400000 00127000 - il
. c:hprogram file s\hp gameshaces of the gala=y... 00000BICC Co400000 QaF2e000 I Unspit )
@c:"-.-:ln:u:uments and zethngzimevlanasdeskiop._.  000008BC Q0400000 00032000 = ————— -

Dumper Serwer )

Path ImaneBase IMmagesize '-NW_;'
'3'..9 Ly stemioothapstem 32hames exe 48530000 QooaFaan
| :'1:_-] kg awsh apstann 32 mtdllL dl FC800000 COOB D000

L About )

q E:xit .

Notice the 2 Acesofthe Galaxyprocesses,the top one isthe [auncher,the bottom isthe Shell
Right click on the bottom Aces Ofthe Ga laxy Proc ess (AcesOfThe Ga laxy.exe) and select Dump Full

Save the dumped file to the installation directory of the program. You ha ve successfully dumped the ga me. The
dumped.exe willrun as the fullversion. This is the generic me thod of unwrapping the ga mes. Prole ms only occure
when the game is Fashbased because you must ®-append the Flash Overhy to the dumped executable. The
next target wilshow how to re-append the flash overlay to the dumped executable.

1.4. Diego’s Safari Adventure (FWS/CWS Overlay)

1.4.1 Preparation

If you scan thistarget’slaunc her with PEID you willagain see that it was written in Microsoft Visual C++, but you
willalsonotice thatithasanoverlay. We willfind out later thatthe overlayithasisin factan FWSFlash Overlay.

1.4.2 Checking OutThe Target

First you need to create a dumped fike lke explained above, name it dumped.exe.

Re-appending the fhsh overlay s going to rely heavily on a hex editor. [recommend using 010 Editor (cracks
available forit) because it hasa template functiona lity which willhelp you easiy bcate the Overlay and it's sze
and other thmngs. This tutorialis going to assume you have 010 Editor.
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Open up the shellexe (Dego.exe) n 010 Editor,then click on Open Temp late

Templates Taols  Window  Help

@ Mew Template

;] Open Template. . Ctrl+FS

%l :

) Edit Template ... Crl+Shift-+FS
E_Ii Run Termplate F5

1 BMP Template
2 ZIF Template

3 way Template
4 EXETemplateZ

! Edit Templake List...

Onling Template Repasitary...

Selectthe EXETemp late (luse EXElemp late2,available at
010ed ] | e s/ EXER late2 bi)

Afterthe Template is open PressF5 to run the template on Diego.exe. You should get this:

b struck IMAGE DOS HEADER dos_he... ah 40k FoO Eq:
F UCHAR doscode[64] 40h 40h Fg: B
b DwoRD MSlinkerSignatureRich[26] 80h &5h Fg:  Bg:
B struck IMAGE_NT_HEADERS mt_head. .. Fah Fah Fo:  Bae
Fstruct IMAGE SECTIOM HEADER sec... 1F0h &0h Fo: Bq:
b BVTE textsection[2052096] 1000k 1F5000h Fq:  Eg:
B EYTE rdatazection[321 776] 1FEI000R E1000hk Fo Ba:
F BYTE datasection[233472] 2470000 39000h Fg:  Baq:
Pk BYTE rsrcsection[180224 ] 2800000 2C000h Fqg: Eqg:
B BYTE Cwerlay 1204] 28C000R 4B4h Fo Baq:

Click onthe BYIEOverhy[1204]

1

oo 0o 78 00 OF DO 00 o0
18 00 00 OO0 7F 13 CE
44 45 Z0 78 &0 &C RE 7
74 70 3A ZF EZF 77 1T
' 0 2F 3

Z2A:C000h:
Zha:;C010k:
Zh:C0Z0h:
28 C0O30N0:
2h:C040kh:
Z2Ah:C050h:
2h:CO60h:
Zh:CO070h:
& COS0Nh:
2h:C090%h:

[
=

. I
..... ML RN
Lrdf ‘BDF xrilns:

(m j]
[ ]

cdf='http:/ wuw,

w3 . orgf 19!

Z—rdf—svyn

ol

= R
= R L |

ek

=1 =

-1 =
oA
o i = ]

oy
T

'><rdf:Descripti
on rdfrahouc=""!

!
I
.
L)
B

iy
! [my]
Lu]

=]
s L
oy =]
)

This appearstobe a FWSOverhy (FWSreversed is SWFor Shockwave Flash). f on other files t shows as CWSthat's
fine . To find out what version of Flash this overhy is bok at the 4t byte. h thisexamp le it'srunning Flash 9.


http://www.sweetscape.com/010editor/templates/files/EXETemplate2.bt
http://www.sweetscape.com/010editor/templates/files/EXETemplate2.bt
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Nextclickon Edit->Copy As->Copy As Hex Te xt.

Now open up yourdumped.exe in 010 Editor. Run the EXEtemplate on thisfik as well (Should just have to press
F5). Click on the Overlay [4032]. Then right click on the selected HEXand select Delete. Re-mun the template and
assure no overlayappears.

Now scrollto the end ofthe fik and select Edit->Pa ste From->Paste From Hex Text, save the file dumped.exe and
ext 010 Editor. Your dumped file should now run like fullversion.

Note: Thiscan also be done without 010 Editor, you can use ANY decent hex editor. Just open up the shellexe
and search for FWS or CWS, once found select from there allthe way to the end of the file. That’s your overlay;
just re-attach itto the end ofthe dumped.exe.

1.5. Dora’s Carnival 2 (10JP Overlay)

1.5.1 Preparation

This target when scanned looksthe same as the FWS Overhy target, the only diffefrence is the type of overlay it
hasand how to re-attach it to the dumped fie.

1.5.2 Checking OutThe Target

Again we start with a dumped exe file asdescribed at the beginning of the tutoria l.

With this target we must also re-appe nd the Flash Overlay, but it's a different type of overlay. As explained by
Ghandiin histutorialcoverng fhsh overlays with Amadillo, there's 3 types of Flash Overlays. The SWF type we
discussed with Target 2, and Director type overlays. We're dealing with Director Type A,Thaven't found a Drector
Type Btarget to test wih.

Ok, first things first,open up Dora Camivalllexe in a hex editor and scrollto the very bottom a nd look at the last 4
bytes (00 A0 01 00) flip these around and you get 0001 A00O, this is where the overlhiy needs to begin in the
dumped file.

Open up the Dumped file in your hex editor,scrollto the bottom. You'llnotice the file is 1C000 bytes in size. We ll if
yourecallwe need the overhy to start at 1A000, the file is too big. Let's try rebuilding the file with Lord PE:

[ Rehuiild Status | E3

Starking bo rebuild durped. exe. ok 3
Filezize: 1C000K .

Wipe Relocation...no B elocation present
Fealigning...done

Current filezize: 1760 4k

File minimized to: B30

Walidate PE image...done

Mew filesize: 176040 |
File minimized to; 3% @
Rebuilditg fivizhed.

Ne w File size is 176 D4, which issmalkrthan 1A000.
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NOTE: If rebuiding the PE Fie doesn't make it smallenough you can compress it with UPX (make sure overlhy
hasn't been added yet) then you can pad to the correct addressand append overlay

Now that we've got the fie smalkr, we'llneed to pad it with zeros so that the overhy can start at 1A000, file will
end at 19FFFbefore overlay is added.

We'llneed to put 292Ch bytes at the end of the file (19FFF—- 176D4 =292C)

After you've padded the file to the correct sze, open up Dora Camivalllexe in your hex editor. Recall that the
last DWORD of the file tells us where the Overlay starts (in this example at 01A000) go to thisaddress, it should start
with 10JP (31 30 4A 50) select from here to the end of the fie, and copy to the clpboard. Open up your
paddeded Dumped fik. And add the overhyto the end ofit(should startat 0l AOOO in thisexample)

After you have added the overlay save the file your dump .exe should run like the originalexecutable.

1.6. Mahjong Quest 3 (Expired)

1.6.1 Preparation

The target isthe same type of target asthe very fiistone we discussed (no overlay).The difference is for this target
we willbe discussing how to unwrap an executable after you ha ve used up allthe trialsessions.

1.6.2 Checking OutThe Target

This targetis a standard target (no overlay),but it'salso run out oftrialsessions, I'm going to show you how to get
the application to run so that you can dump it as previously explaimed. Note that with the walkthrough for ths
target we willstop atthe ResumeThread APIwhere you would dump the file.

1.6.2.1 Whatisexpired status really?:

The HIMLPages callthe ShowDiv and Hide Dv functions loc ated in the Javascript code to show and hide certain
options. When the application has determined that you ha ve run out o ftriaIsessions, t hide s the Play button that
allows Trial Session Playing and replaces t with a Phy button that tries to de duct the amount ofcoinsit costs from
your online/o ffine Wild Coins bank. When they can't get the coins it displays the error that you are out of tral
sessions. So what we need to do fistis edit the javascript code so that we geta play button that doesn't try to use
wild coins.

1.6.2.2  Editing the JavaScript

Openup the programs installation directory, within that folder bcate the folder matching your locale information
(ex, mine is EN-US, if you computer s in frenc h, then your folder would be FR). located inthis folderis allthe pages
the app can display, open up the Local Assets folder, and finally msde there open up the JS folder.
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Right Click on the Start.js and selecteditoropen with notepad, scrolldo wn untilyou see this code :

// ifowned, hide token op tions, allow usersto play directly
if (_sOwned ) {
wind ow.frame s.conte nt_right ifra me .Hide AlCo nte nt();
HideDiv("playToke nsDiv");
HideDiv( 'playTiia I");
HideDiv( "playSponsored");
HdeDiv("sessionCost");
Hide Div( "session CostShadow" );
HdeDiv( "sessionCost2");
Hid e Div( "se ssonsRe ma ining");
Hid e Div( "quickPlay");
HdeDiv("quic kPla yPh");
Sho wDiv( "ext_button");
HideDw( "config_ba nner");
Sho wDiv( "o ffine banner");
ShowDiv( 'playOwned");
Centerlnterface ();
h

This code is going to hide everything except the stuff that is viewable by somebody that has bought the
application. We need to get this code to execute so that we have a vald Play Button. Change the
“if( sOwne d)” to “if(! sOwne d)”. Now a nytime you run the application it willshow you the Play button as if you
owned the program. But there are more tricks we need to bypass. Go ahead and try to play the game, you'l
quickly find out we stillget the same message.

1.6.2.3 Analyzing the WTExecutable

If you look at the memory map of the executable, you'l notice it has 2 sections that are not standard, the
'pecode'and the 'pccode' sections. let's bok at them from insde Olly.

.pecode Starting Address: 0047F000 .pccode Starting Address 0048D000

LOOPDE SHORT @847EFDOE
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This code doesn't seem to be legit, they must do some on-the-fly decrypting. Sections are encrypted usng AES
(Rijndael). Go ahead and run the program from within Olly (be sure Olly is mvisble to IsDebuggerPresent).

After mnning the application and getting the nag screen look at the code in these sections aga in.

.pecode Starting Add ress: 0047F000 .pccode Starting Add ress: 0048D000

Seems asthough the code isbeing decrypted at mntime. Let'srestart and place a BP at the WriteProc e ssMe mory
API

Ako, it's worth noting that the .pecode section handles the code responsble for making the actual game's
process and loading it with the correct code. The .pccode section is responsible for all protection related
func tions.

After placing BP on WriteProc essMe mory,run the application. It should break with the Proc essparameter being -1
(wrnting to itse If), and the addressbeing 47F000 (the .pecode section). Press F9 aga in, should break aga in b ut this
time writing to 48D000 (the .pccode section). Press O one more time, and the program should stay running with
the nag screen visble.

Now we need to find when the application startsto run code out ofthe .pccode section. DO NOTset any kind of
BPsin the .pccode section, doing this willcause the application to eithercrash orterminate itself.

Instead go ahead and click play on the nag screen. Olly should break again on the WrteProcessMemory AP],
again it's writing to itself, and again to the .pccode section. This 8 done to overwrite a ny patches a reversermay
have applied to the section. Now that the application is done playmg around with the .pccode section (and no
long er monitoring for BPs) set a Me mory Break-Point On Accessto the .pccode section.

Go ahead and run the application again by pressing F9, after a little while you should break here: (Address:
48D3C0).Now remove the Memory breakpoint
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Mah _'I ong I .

Mah jonalb.

Mah.jongl.

Scrolldown a little ways, you'llsee the string “outo ftra lsession” (Address: 48D50B). Right above that you willsee a
JNZ SHORT, set a SWBP there. And run untilthe BP

Once you are at this address, check to see if the application is going to jump here. An application whose trial
sessons haven't expired willjump here. So the exact opposie is also true No Trials equals No Jump simp ly flip the
Zero fhg from it's current state to cause the application to jump here, this ymp imme diately kads to a callthat
calls the code tocreate the game'sexe. The ga me wilnow run.

You may experience some problems with the game actually displaying properly, or it could just be my virtual
machine. So a fter you flip the fhg,set a BP on the CreateProcess APland run the a pp lication, when you break on
this APL run untilre turn, then step out of the function,back in user code you willsee a callto Resume Thread, set a
BP there a nd run the app a gain untilthis BP. Now proceed to dump the program asdetailed in previous targets.

2. Greetings

Greetings fly out to my many friends at ARTeam, especially SSIEVIN, Shub-Niggurath, and Nacho DIJ. There are
many others out there that lowe a lot to, not only for helping with ideas on Wid Tange nt, but for helping me leam
REin general As farasteams go, ARTeam, SnD,and members ofthe former TeamICU.
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3. Doc ument History

=  Verson 1.0 frst pub lic relea se

= Version 1.1 formatted the tutorial to ARTeam standards, included my Unwrapper/loader, my OllyDbg
Wid Tangent Unwrapper Script, my ASM Search Routine, and a video tutorial of unwrapping a WidTangent
Game.

3.1. Conclusions

So, to conclude the paper, we have discussed the methods of unwrapping WildTangent Games. For standa rd
non-expired games, this can simply be done by putting a BP on the CreateProcessA APl and running until user
code, then placing a BP on ResumeThread. Then dumping shell exe from memory using LordPE. We then
discussed the methods of re-appending different types of overlays to the unwrapped executables to allow
proper execution. Lastly we discussed a method of unwrapping expired games with a 1-byte patch in layer 3
code.

IThope youallhave enjoyed this paper as much as Ilked making it and exploring the world of Wild Tangent. Any
questions orsuggestions can be directed to me at the ARTeam Forums.

TEAM [CI




